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Health, Safety, and Environmental Policy
Ministry of Petroleum
Islamic Republic of Iran

The ministry of petroleum is committed to develop, implement, and maintain a
generative HSE management system as a core value in which all potential hazards
arc identified, assessed, eliminated or controlled. This will ensure the establishment
of a safe environment that protects the health and safety of its employees,
contractors, visitors, clients, and neighbors. In order to achicve this goal, the
accountability of all petroleum industry directors, supervisors, and staff is essential.

Our Goal:

No accidents, no harm to employees and the public, and no damage to the
environment

Qur Approach:
Moving towards sustainable development, increased productivity, and
human resources advancement by exceeding current standards

Our Commitments:

- Prioritizing health, safety, and environmental issues in the petroleum industry;

- Promoting a transparent and constructive communication system between
directors, staff and the society in general;

- Allocating required financial, human and organizational resources;

- Compliance with national and international rules and regulations;

- Optimizing use of energy and resources;

- Continuous evaluation and improvement of strategies, methods, and programs
in order to maintain a generative HSE management system;

- Transparent report writing;

- Continuous provision of essential training;

- ldentifying, assessing, eliminating and/or effective control of potential hazards
under normal, changing and critical conditions;

- Supporting research, consulting services, and ensuring that employees are
competent to fulfill their specified tasks;

- Regularly review performances, recognize excellence and pay tribute to those
who have effective role in the development and improvement of generative
HSE management system.

You and I are jointly and equally responsible for safeguarding human lives, the
environment and national resources. Therefore, I expect all colleagues to assist the
petroleum industry to reach its goals.

Minister of Petroleum
4.2.2005

Arthur P Little

A New Approach ...

Qutstanding performance and continuous improvement in all Health, Safety, and
Environmental programs will only be achieved by solid implementation of HSE
management system (HSE-MS). Promoting systematic prevention methods to eliminate
or reduce hazards in the workplace require understanding of a culture in which the
elements of the management system can flourish.

HSE management system in the Petroleum Ministry by collaborating with its subsidiary
companies and effective implementation of programs based on health, safety, and
environmental strategy of the Petroleum Ministry of the Islamic Republic of Iran for
moving towards sustainable development, is committed to develop, implement, and

maintain a generative HSE management system in all petroleum related industries in Iran.

TISE Department, Ministry of Petroleum

367 Taleghani Avenue

Tehran, Iran 1581745113

Tel: (+98-21) 883-9132, 884-7519, 615-2539, 615-3589, 615-4098
Fax: (+98-21) 883-9132, 884-7519

Website: www.mophse.com
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Introduction ” II .

The same principles and criteria introduced for the Occupational Health
and Safety risk assessment can be applied to process safety

B In today’s society, the public, customers, in-plant personnel and government
regulatory agencies all demand that companies take necessary actions to reduce
the possibility of episodic hazardous materials incidents

B The steps to follow for process safety risk assessment are similar to those
described for OHS risk assessment:

— ldentify potential hazards

— Determine who might be harmed and how

— Evaluate risks and identify control measures

— Review the risk assessment regularly and when changes occur

B The main techniques adopted for the identification of process hazards were
presented during the HAZOP training module

B In this module we focus on techniques and methodologies for frequency analysis,
consequence analysis and risk assessment

nrulll' D I.i'l.'ue NPC/20365/Mod3/130_Handbook2_ProcessSafety.ppt 3
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Frequency Analysis | I I I .

Fault Tree Analysis is used to identify the ways in which an accident
scenario can develop

B The technique starts by identifying a specific hazardous situation which is called the
top event

B The technique then works “top down” by breaking the top event into contributing
sequences and each sequence is further separated into all of its components which
may be initiating or conditional events

B The sequences are presented diagrammatically using a standardised set of
symbols which illustrate the logic leading from the combination of initiating events to
the top event

M Initiating events are measured as frequencies, typically rates of occurrence per year.
Conditional events are measured as probabilities

nrulll' D I.i'l.'ue NPC/20365/Mod3/130_Handbook2_ProcessSafety.ppt 5
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Frequency Analysis - The Fault Tree Method ” II .

The Fault Tree Diagram shows the contributing sequences as separate
branches where events or sequences are linked through logical gates

B When all of a set of events are necessary for the next higher event the gate is
termed an “AND” gate

Fire Top Event

Q Symbol for “AND” gate

Ignition shown as a
conditional event

Flammable material
shown as an
initiating event

Flammable
material

M For a fire to start both a flammable material and a source of ignition must be
present. Rule 1: The AND gate comprises one initiating event (here the presence of
the flammable material) and others are treated as conditional events (here ignition is

drawn as a conditional event)

nrulll' D I.i'l.'ue NPC/20365/Mod3/130_Handbook2_ProcessSafety.ppt
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Frequency Analysis - The Fault Tree Method ” II .

When any one of a set of events are necessary for the next higher event the
gate is termed an “OR” gate

B The source of ignition of the fire could be either an open flame, a sufficiently hot
surface or a sufficiently energetic spark. Any one of these would be enough to start

a fire

Ignition Top Event

: : Symbol for “OR” gate

All events shown as
Spark Open Hot initiating events
source Flame surface

B Rule 2: The “OR” gate may comprise either initiating or conditional events but not a
mixture. Here all the events are shown as frequencies

nrulll' D I.i'l.'ue NPC/20365/Mod3/130_Handbook2_ProcessSafety.ppt
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Frequency Analysis - The Fault Tree Method

“AND” and “OR” gates may be combined to form a tree providing the

previously stated rules 1 and 2 are respected

Fire

.

Flammable
material

Spark
source

Ignition
Open Hot
Flame surface

®m If the preceding two trees were combined the result would be erroneous

Top event

Symbol for “AND” gate

Flammable Material shown as an
initiating event (frequency)

Initiating events shown as
frequencies

BUT RULE 1 states

AND gate can contain only
one initiating event

Arthur P Little

NPC/20365/Mod3/130_Handbook2_ProcessSafety.ppt 8
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Frequency Analysis - The Fault Tree Method ” II .

Rule 1 requires there be only one initiating event (frequency) at the “AND”
gate

B The following combination is logically acceptable

Fire

Top event

Q Symbol for “AND” gate

Ignition

Flammable
material

Flammable Material shown as an

| conditional event (probability)

Spark Open Hot Initiating events shown as
source Flame surface frequencies.

nl‘ulll' D I.i'l.'ue NPC/20365/Mod3/130_Handbook2_ProcessSafety.ppt 9
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Frequency Analysis - The Fault Tree Method ” II .

If the initiating an conditional events were mixed this would violate Rule 2

B The following combination is incorrect

Fire Top event

Q Symbol for “AND” gate
Ignition Flammable Material shown as an
initiating event (frequency)
Ignition sources mix conditional
Open and initiating events (frequency and
Flame probabilities) which infringes RULE 2.

Flammable
material

Spark
source

Arthur 2 Little NPC/20365/Mod3/130_Handbook2_ProcessSafety.ppt 10
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Frequency Analysis - The Fault Tree Method ” II .

But the ignition sources could be treated as all conditional events
(probabilities)

B The following combination is acceptable

Fire Top event

Q Symbol for “AND” gate

Flammable Material shown as an
initiating event (frequency)

Flammable

: Ignition
material

[\

Ignition sources are now all
conditional events (probabilities)
Spark Open
source Flame

Arthur 2 Little NPC/20365/Mod3/130_Handbook2_ProcessSafety.ppt 11
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Frequency Analysis - The Fault Tree Method ” II .

A third rule forbids the use of the same event at different “AND” gates

B The following tree violates rule 3

Plant Fire

Top event

@ Symbol for “AND” gate

Fire at pump Fire at Drain

Q Q Two fires shown separately

Each AND gate contains the
same conditional event infringing
RULE 3

Leak at
pump seal

Leak at
Drain

Ignition
at furnace

Ignition
at Furnace

Arthur 2 Little NPC/20365/Mod3/130_Handbook2_ProcessSafety.ppt 12
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Frequency Analysis - The Fault Tree Method ”II .

The tree should be redrawn to group related items like different sources of
leakage

B The following tree complies with all three logical rules

Plant Fire Top event

Q Symbol for “AND” gate

Rule 1 s respected at
‘AND” gate

Leak in plant

A

Ignition
at furnace

Symbol for “OR” gate

Rule 2 js respected at
“OR” gate

Leak at
pump seal

Leak at
Drain

Arthur 2 Little NPC/20365/Mod3/130_Handbook2_ProcessSafety.ppt 13
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Frequency Analysis - The Fault Tree Method ” II .

The three logical rules meet the requirements of the Boolean algebra which
will be used later to quantify the trees

B The logical rules may be summarised as follows
— Rule 1 only one frequency at an “AND” gate
— Rule 2 do not mix frequencies and probabilities at an “OR” gate
— Rule 3 do not use the same event at different “AND” gates

M In addition other rules are used to guide the development of trees which are helpful
and more easily understood

— Rule 4 Treat normal plant conditions as conditional events and hazardous
situations as initiating events

— Rule 5 Avoid multiple items at an “OR” gate. Instead categorise the events to
encourage quick understanding of the tree by the user

— Rule 6 Try to achieve comparable depth of analysis in different branches using
subsidiary trees where greater depth is required

nrulll' D I.i'l.'ue NPC/20365/Mod3/130_Handbook2_ProcessSafety.ppt 14
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Frequency Analysis - Quantification of Fault Trees ” II .

The following example illustrates the quantification of a fault tree

Leak in plant

4 h 1.3E-3/yr

Equipment
breakdown

(l\ 1.1E-3/yr (l\ 2.1E-4/yr (l\ 7.1E-5/yr

Conditions risking

Operating failure Materials defect

Failures causing Failures causing

Operator

_ . release Maintenance release Inspection fail to release
fails totriﬁf,:ond in deficient identify
0.1/vr 1.4E-3/yr
1.E-2 A Y 2.E-2 5.E-2 y

Drain /
Vent not
closed

Rupture

Defective
flange / gasket

Defective
piping material

Corrosion
induced leak

Failure small bore

fitting

pump seal

6.E-3/yr 0.1/yr 4.7TE-4/yr 1.E-2/yr 5.3E-4/yr 8.9E-4/yr

Arthur 2 Little NPC/20365/Mod3/130_Handbook2_ProcessSafety.ppt 15
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Frequency Analysis — Event Trees

The possible scenarios following the initial event are typically shown as an
Event Tree. The frequency of each scenario may be calculated, based on
the frequency of the initial event and the probability of subsequent

outcomes

I |s the Release ! |s There Immediate !  Is the Cloud
linstantaneous? 1

I g There Delayed !

- -
<
]

Incident
Outcome Case

§

Harmless

Ignition? 1 Denser Than Air? 1 Ignition? 1
1 1 ] 1
| 1 ] I
I Fireball ! 1 LI (e
' Ve I T = Impacts
1 1 1 1
1 I 1 Flash Fire
I I 1 i
Dense Cloud 1 B8esn, ITpRck
T - | ; 1 Yes
1 1 Dispersion , - 1
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Consequence Analysis | I I I .

There are various ways to determine and express the consequences of
process hazards

M In the event of the release of a hazardous material the first step is to answer the
question: “What and how much is coming out of a hole, flange or pump leak, etc.?”.
Depending on the nature, pressure and temperature of the substance involved, it
could be released as:

— Liquid
— Gas or Vapour
— Two-phase or aerosol

— Time dependant

B |n literature there are numerous models available to determine the flow rate of the
material released from vessels, pipes, equipment, etc.

B The next step is to determine the consequences associated with each of the
possible outcomes, e.g. hazard distances for flammable or toxic clouds, thermal
radiation from fires and overpressure from confined and unconfined explosions

B Finally, various techniques are available to determine the likelihood of fatality or
severe injury for people exposed to given levels of thermal radiation, overpressure
or concentration of toxic substances
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Risk Assessment | I I I .

Risk assessment can be undertaken using a variety of techniques

B Several techniques can be used to evaluate risks, e.g.:

Quantified risk

Informed judgement Risk matrix assessment (QRA)

Increasing complexity

B As discussed, these techniques vary in complexity, and each has advantages and
disadvantages

M The risk matrix approach is suitable as a first cut assessment, to prioritise the
hazards identified, for example, following the HAZOP of a complex process unit

B Following the hazard prioritisation, more detailed frequency and consequence
calculations can be carried out, to determine more accurately the risk associated
with the top risk scenarios
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Risk Assessment — Risk Matrix | I I I .

The first step involves considering the consequences of a hazard in terms
of the losses which may occur

B The assessment uses a matrix with five ranges:

Stage 1
1.Assess Typical size
Consequence of Loss

by selecting from
consequence
matrix ....
1.1 < $50K

The matrix is organised into 5
ranges of financial loss /\x 2.| $50K to $ 250 K

3.[$250 K - 1 million

4.1 %1 -10 million

Each range shows the size of 5.1 > $10 million

the loss e.g. in millions of Lire

Arthur 2 Little NPC/20365/Mod3/130_Handbook2_ProcessSafety.ppt 21



Sy 5 Lo — S gs.’le’.})‘l I I I .

&S e oolainl s O L WSS 5l SO 5 oL,
Y als po
278 Jyore ojlul
woly (2b 550 -)
oSl 5l Sl
\ <$os-K
o lay o 5l il B 3 WS il v $a-Ks$va-K
w00 ‘SQJJLQ)LMJ
\ $vo-K- sl
F $v- K gela V-
aiile s o Lt [y p 830l Cags 2 4 >$ V- sl
s sl

Arthur 2 Little NPC/20365/Mod3/130_Handbook2_ProcessSafety.ppt 21



Risk Assessment — Risk Matrix ” II .

The next step requires selecting a range presenting the frequency with
which the hazard may occur

Stage 2
2.Assess

Frequency Frequency reflects how often Frequency of
a hazardous situation may Failure
on an annualised oceur
basis for the

occurrence of
the hazard

1.1 < Once in 1000 yr.

Uigher range numbers refer to 2.| Once in 100 - 1000 yr.

more frequent events _
S 3.| Once in 10 - 100 yr.

4.| Once in 1-10 yr.

5.| More than once a year
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Risk Assessment — Risk Matrix ” II .

The final step is to assess the probability that the loss estimated in the
first step will be experienced in practice

Probability makes allowance for protective
measures which may be in place and

which help to avoid or reduce losses
should a hazardous situation occur. Stage 3
3.Assess
Probability Probability of
of experiencing Loss
the loss if the

hazard occurs

The ranges span from general 1.{<1in 100
human error to certainty
2./1in100to 1in 20
3. | Between 5% and 25 %
Range 5 is used only where a
loss is certain 4. | Between 25% and 99%
5.1>99%
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Risk Assessment — Risk Matrix ” II .

The three matrices are used to assess the risks associated with the
process hazards identified, for example, during the HAZOP session

Stage 1 Stage 2 Stage 3
= Typical size X Frequency of X Probability of
of Loss Failure Loss
1. < $50K 1.1 <Once in 1000 yr. 1./ <1in 100
2.| $50K to $ 250 K 2.| Once in 100 - 1000 yr. 2./1in100to 1in 20
3.1 %250 K - 1 million 3.| Once in 10 - 100 yr. 3. | Between 5% and 25 %
4.|%1-10 million 4.1 Once in 1-10 yr. 4. | Between 25% and 99%
5.1 > $10 million 5.| More than once a year 5.1 >99%
be derived uging & Fauit Tres dorived uSing an event ree
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